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ABSTRACT 

Advancement in deep generative models have led to the spread of deepfake media, which poses a serious 
danger to information authenticity, privacy, and trust in digital media forensics. In order to meet the 
increasing demand for reliable deepfake picture identification, this study uses the publicly accessible 
Kaggle Deepfake Dataset to investigate hybrid deep learning approaches. Initial experiments with 
standalone Keras models, including DenseNet121, RestNet50, Xception, NASNet-Mobile, VGG16, and 
lnceptionV3, achieved accuracies ranging from 89% to 90% over 20 epochs. To push the boundaries 
of performance, we developed a novel hybrid model that concatenates feature maps extracted from 
DenseNet121 and DenseNet169. This method greatly improved classification performance, obtaining a 
91.22% accuracy rate with high precision 90.82%, 94.37% recall, and 92.56% Fl-score with error rate 
8.78%. Confusion matrices, classification reports, and ROC curves were used to thoroughly assess the 
model, which showed that it was effective at differentiating real photos from ones that had been altered, 
with an AUC score of 0.98. Our findings underscore the effectiveness of combining pre-trained CNN 
architectures for deepfake detection and contribute to the advancement of scalable and reliable solutions 
for safeguarding digital media integrity. 
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1. Introduction

Deepfakes are fake media produced by artificial intelligence (Al) that covertly adds a person to a photo or video where 
they are not. Development of deepfakes used to require a great deal of time and experience, but advances in machine 
learning have made it simpler and faster. In order to create realistic looks and expressions, neural networks are trained on 
vast amounts of human data. Although they have contributed to deepfakes, techniques such as GAN s are not necessarily 
the main approach. AI and conventional graphics are used in modern systems to provide visually appealing outcomes [1]. 
They are used to produce harmful media, such as phony pornography directed at celebrities and women. They enable 
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